Internet History



Brief History of the Internet

- ARPANet (1966-67)

- Goal: Network academic computers
- UCLA, SRI, UCSB, Utah (1969)

- NPLNet in the UK around the same time

- 1971 =» ~20 ARPANet nodes
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FIGURE 6.2 Drawing of 4 Node Network
(Courtesy of Alex McKenzie)
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Brief History of the Internet

Aloha - Communications System

Connects Hawaii
Iysﬂnvl.inh
HDNOLULU—TM Univ-mly of

Hawaii’s Aloha system is scoring innova-
vy in uullnl computer com-

to Arpanet
Comsat gound station in sight of the
satellite.

Aloha’s director, Norman Abramson,

sees this use of voice-grade channels as a
big money-saver for computer com-

satel-
lite system which weat onine here ro-
centl

y.

The u y also is involved in a joint
study with th The Adwnced Rescarch Pro-
ects Agency (Arpa), Bolt x-uuk and
Newman, Xerox and UCLA to design

Expenmentm g
With Aloha

suitable protocol for packet communica-
tions via satellite.
As part of this project, Aloha becomes
first subscriber to digital com-
munications subsystem installed between
the Comest griuad sations at Pustals,
Hawaii, and Jamesburg, Calif, last year.
With this installation Aloha becomes the
first operational satellite node on
net, via the Intelsat 1V satellite over the
Pacific.

The t system enables data to be
transmitted at the L of S0 kbitjsec over
a single voice-

“The single uullill channel can prom!l
two uplink and two down-link data
channels and each of these four channels
could he imulumou-ly available to any

As an example of the system's cost-
saving potential, Abramson pointed to
the possibilities in the next generation
‘domestic satellite system.

“Exch of these atellts, h told Com-
puterworld, “will have 12 transponders
D vamwitah of FsMHz or 3o f one

rriers were to devote
one transponder on thesaele to packet
‘communications, it would be
vty date o Ahos 10 mithon beu
This single transponder could handle

much money it could buy a transponder
on a domestic satellite.

“If computer users are ever going to be
free of incredibly high costs of trans-
mitting data, some system similar to this

with regulatory agencies in determining
how to charge for the service.
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source: Barrett Lyon/The Opte Project
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The Internet is Massive

- ~22 billion estimated # of Internet connected devices in 2020
- ~30 billion estimated # of Internet connected devices in 2023

- ~4 exabytes daily global traffic in 2017



The Internet is Massive

It \(Be? = 1 Gigabyte



The Internet is Massive

volume(Great Wall of China) = 1 exabyte




The Internet is Massive

- ~22 billion estimated # of Internet connected devices in 2020
- ~30 billion estimated # of Internet connected devices in 2023
- ~4 exabytes daily global traffic in 2017

- ~13 exabytes daily global IP traffic in 2022



The Internet is Massive

- ~75% of all Internet traffic is video in 2017



The Internet is Massive

- ~75% of all Internet traffic is video in 2017

BitTorrent 18.37% | Netflix 35.15% | Netflix 32.72%
YouTube 13.13% ‘YouTube . 17.53% | YouTube 17.31%
Netflix 10.33% | Amazon Video |  4.26% | HTTP - OTHER 4.14%
SSL - OTHER 8.55% | HTTP - OTHER 4.19% | Amazon Video 3.96%
Google Cloud 6.98% iTunes 2.91% | SSL - OTHER 3.12%
iCloud 5.98%  Hulu 2.68% | BitTorrent 2.85%
HTTP - OTHER 3.70% SSL - OTHER 2.53% | iTunes 2.67%
Facebook 3.04% Xbox One Games Download 2.18% | Hulu 2.47%
FaceTime 2.50% | Facebook 1.89% | Xbox One Games Download 2.15%
Skype 1.75% BitTorrent 1.73% | Facebook 2.01%
69.32% 74.339 72.72%

sandvine

Table 1 - Top 10 Peak Period Applications - North America, Fixed Access

http://bit.ly/2GIwI8G



The Internet is Massive

- ~75% of all Internet traffic is video in 2017

- ~82% of all Internet traffic is video in 2022



The Internet is Political

= mImEE BACKCHANNEL BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY
SECURITY ©8.18.2828 B86:13 PM

Belarus Has Shut Down the Internet Amid a
Controversial Election

Human rights organizations have blamed the Belarusian government for widespread outages.




The Internet is Political

B E o Signin Home News Sport Reel Worklife Trawv(

NEWS

Home | Coronavirus | Video | World | UK | Business | Tech | Science | Stories | Entertainment & Arts | Health

Asia | China | India

Myanmar coup: How the military
disrupted the internet

By Christopher Giles
BBC Reality Check

® 4 February

Reality Check

https //vvvvw bbc. com/nevvs/vvorld asia-55889565




The Internet is Contentious

”~ Cogent\i} \Video Traffic

A Pl N

Comcast 4.,' Level 3 — Netflix

"Peering" Tata
Links (No Money ™. <" "Transit" Links
Changes Hands) (Netflix Pays)



The Internet is Contentious

Median download throughput across Cogent in NYC over time from different ISPs (higher is better)
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The Internet is Contentious

Netflix beings to pay $

Median download throughput across Cogent in NYC over time from different ISPs (hig er [ better)
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The Internet is Fragile

= Q  TECHNOLOGY €he New Hlork Eimes Account

Gone in Minutes, Out for Hours:
Outage Shakes Facebook

When apps used by billions of people worldwide blinked out,
lives were disrupted, businesses were cut off from customers —
and some Facebook employees were locked out of their offices.

f@v-g»D{@j

FACEBOOK

Source: [NYtimes]




The Internet is Fragile

“Our engineering teams have learned that configuration changes
on the backbone routers that coordinate network traffic between
our data centers caused issues that interrupted this
communication.

This disruption to network traffic had a cascading effect on the
way our data centers communicate, bringing our services to a
halt.”

[fb.com]



The Internet is Fragile

Q

Sheera Frenkel &

Was just on phone with someone who works for FB
who described employees unable to enter buildings
this morning to begin to evaluate extent of outage
because their badges weren’t working to access doors.

8:51 PM - Oct 4, 2021 - Twitter for iPhone

19.1K Retweets

Steve Gibson &
@SGgre

Someone on the Facebook recovery effort has
explained that a routine BGP update went wrong,
which in turn locked out those with remote access who
could reverse the mistake. Those who do have physical
access do not have authorization on the servers.

Catch-22.

9:59 PM - Oct 4, 2021 - TweetDeck

746 Retweets 247 Quote Tweets 2,028 Likes

9,929 Quote Tweets

83.3K Likes

& “Alex” and 3 others follow
@ Tabletop Scenarios

@badthingsdaily
The networking gear involved in an outage is access
controlled by locks that are dependent on the network
gear that is involved in the outage that is access
controlled by locks that are dependent on network gear

that is involved in the outage that is access controlled
by the...

11:17 PM - Oct 4, 2021 - TweetDeck

106 Retweets 10 Quote Tweets 391 Likes



The Internet is Fragile

Google routing blunder sen

{3 @ Secure | https./ www.theregister.co.uk

Login Signup Forums Serveriess M  CLL  Everes | Whitepapers = The Next Platfoem

A DATACENTRE SOFTWARE  SECURITY DEVOPS BUSMNESS  PERSONALTECH  SCIENCE  EMERGENTTECH  BOOTNOTES  LECTURES Q

Data Centre » Networks
Google routing blunder sent Japan's
Internet dark on Friday

Another big BGP blunder

Most read

Helicopter crashes after
manoeuvres to ‘avoid...
DJI Phantom drone'

By Richard Chirgwin 27 Aug 2017 at 22:35 400 SHARE ¥ That terrifying 'unfixable'
Microsoft Skype security
Last Friday, in Google fat-thumbed a border g y protocol flaw: THE TRUTH

(BGP) advertisement and sent Japanese Internet traffic into a black hole.
Stephen Elop and the fall

The trouble began when The Chocolate Factory “leaked” a big route of Nokia revisited
table to Verizon, the result of which was traffic from Japanese giants like
NTT and KDDI was sent to Google on the expectation it would be treated

as transit.

BBC presenter loses
appeal, must pay £420k
in IR35 crackdown

EEEE

,.

Since Google doesn't provide transit services, as BGP Mon explains, that
traffic either filled a link beyond its capacity, or hit an access control list,
and disappeared.

Microsoft's Windows 10
Workstation adds killer
feature: No Candy Crush

The outage in Japan only lasted a couple of hours, but was so severe
that Japan Times reports the country's Internal Affairs and
Communications ministries want carriers to report on what went wrong.

BGP Mon dissects what went wrong here, reporting that more than

The Register uses cookies. Find out more. Close




The Internet is Fragile

Someone in Google fat-thumbed a Border Gateway Protocol (BGP)
advertisement and sent Japanese Internet traffic into a black hole.

[...] the result of which was traffic from Japanese giants like NTT and KDDI was
sent to Google on the expectation it would be treated as transit.

The outage in Japan only lasted a couple of hours, but was so severe that [...]
the country's Internal Affairs and Communications ministries want carriers to
report on what went wrong.



The Internet is Fragile

“Human factors are responsible

for 50% to 80% of network outages”



Protocols



What is a Protocol?

Human protocol:
e “Doyou have the time?”

Network protocol:
e Computers rather than humans
e All Internet communications governed by protocols (IETF RFCs)

Rules for:
e specific messages sent
e specific actions taken when message received, or other events

Protocols define the format, order of messages sent and received among network
entities, and actions taken on message transmission, receipt



What is a Protocol?

=~ TCP connection
request ——

/ [ BN
TCP connection '
<«
time? TT—— GET http://www.google.com
~>
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