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IPs are Hierarchically, Composed of Prefix (network address) and Suffix (host address)

32 bits

< >

01010010.10000010.01100110.00001010

prefix suffix
identifies the network identifies the hosts

in the network



Prefixes Have Varying Lengths, Usually Written Using “slash notation”

IP prefix 82.130.102.0 /24

prefix length (in bits)



/24 Means We Have 8 bits for Host Addresses, enough for 256 Hosts

82.130.102.0 /24

prefix part host part IP address
00000000 82.130.102.0
00000001 82.130.102.1
00000010 82.130.102.2
11111110 82.130.102.254

11111111 82.130.102.255



In Practice the First and Last IP Addresses of a Prefix are not Usable

prefix part host part IP address

01010010.10000010.01100110. 00000000 82.130.102.0

01010010.10000010.01100110. 11111111 82.130.102.255



In Practice the First and Last IP Addresses of a Prefix are not Usable

prefix part host part IP address

01010010.10000010.0110011

0. 00000000 82.130.102.0

[ All Os Identifies the Network Itself }

01010010.10000010.01100110. 11111111 82.130.102.255



In Practice the First and Last IP Addresses of a Prefix are not Usable

prefix part host part IP address
01010010.10000010.01100110. 00000000 82.130.102.0
[ All 1s Identifies the Broadcast Address }

10.01100110. 11111111 82.130.102.255



Prefixes Can Also Be Specified Using an Address and a Mask

Address 82.130.102.0

01010010.10000010.01100110. 00000000

TT1T11T1T1.11111111.11111111. 00000000

Mask 255.255.255.0



ANDing the Address and the Mask Gives you a Prefix

Address 82.130.102.0

01010010.10000010.01100110. 00000000

TT111111.11111111.11111111. 00000000

Mask 255.255.255.0



Example

Given this IP prefix: 82.130.0.0/17:

# of addresses
the prefix mask
network address
1st host address
last host address

broadcast address



Example

Given this IP prefix: 82.130.0.0/17:

# of addresses
32,768 (32 bits - 17 =15; 2> = 32,768)

the prefix mask
255.255.128.0

network address
82.130.0.0

1st host address
82.130.0.1

last host address
82.130.127.254

broadcast address
82.130.127.255

Google “CIDR calculator” if
you want to try on your own



Routers Forward Towards Destination Based on Network, NOT Host

Allows scalable forwarding tables
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Hierarchical Addressing Allows Host Changes Without Forwarding Changes
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Originally There Were Fixed Allocation Sizes, Known as Classful Networking

leading prefix # start end

bits length hosts address address
class A 0 8 224 0.0.0.0 127.255.255.255
class B 10 16 216 128.0.0.0 191.255.255.255
class C 110 24 28 192.0.0.0 223.255.255.255
class D 1110 224.0.0.0 239.255.255.255

multicast

class E 1111 240.0.0.0 255.255.255.255

reserved



Classful Networking is Wasteful

problem

e (lass Cwas too small, so everybody requested class B
o but class Bs are too large, which led to wasted space

solution

e C(lassless Inter-Domain Routing (CIDR)
o introduced in 1993



Classful Networking is Wasteful

Example (network needs 500 addresses)

with... it gets a... leading to a waste of...
Classful class B (/16) 99%

CIDR /23 (=2 class C's) 2%



IP Address Allocation is Also Hierarchical

Root is held by the Internet Corporation for Assigned Names and

Numbers, aka ICANN
[
)

ICANN




ICANN Allocates Large Prefix Blocks to Regional Internet Registries
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RIRs Allocate to ISPs and Large Organizations
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ISPs and Large Organizations Can Allocate Further

1%

@ acnic®  RIPE  ()APNIC Ammic

NCC

ARIN LACNIC RIPE NCC APNIC AFRINIC

America Latin America Europe Asia-Pacific Africa
é\%“ &.J
\\JJ
S §
O /&
& 0 KA ‘M "‘*

AT&T

/Nttlos://whois.ipiD.net/AS7018



https://whois.ipip.net/AS7018

Network (IP) Layer

1. IP addresses
o use, structure, allocation

2. |Pforwarding

o longest prefix match rule

3. |IP header

o |IPv4 and IPv6, wire format



What'’s Inside a Router

Constitutes the
control plane
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What'’s Inside a Router

(1) Implement IGP

and BGP protocols;
compute routing tables
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What'’s Inside a Router

(2) Push forwarding
tables to the line cards
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Routers Maintain Forwarding Entries for all Internet Prefixes

Provider 2’'s Forwarding table

IP prefix Output
129.0.0.0/8 IF#2
129.132.1.0/24 IF#2
129.132.2.0/24 IF#2
129.133.0.0/16 IF#3

129.0.0.0/8

Provider 2

Provider 1

i

129.132.1.0/24  129.132.2.0/24 129.132.4.0/24 129.133.0.0/16




Routers Maintain Forwarding Entries for all Internet Prefixes

Provider 2’'s Forwarding table

IP prefix Output
129.0.0.0/8 IF#2
129.132.1.0/24 IF#2
129.132.2.0/24 IF#2 .
Packet arrives for
129.133.0.0/16 IF#3
J 129.0.1.1

129.0.0.0/8

Provider 1 Provider 2

129.132.1.0/24  129.132.2.0/24 129.132.4.0/24 129.133.0.0/16



Routers Maintain Forwarding Entries for all Internet Prefixes

Provider 2’'s Forwarding table

IP prefix Output
129.132.1.0/24 IF#2
#2 .
Provider 2 forwards #3 Pacl;e;tga(;rl;/ e13 e
to IF #2 B

129.0.0.0/8

Provider 1 Provider 2

129.132.1.0/24  129.132.2.0/24 129.132.4.0/24 129.133.0.0/16



Does CIDR Make This Easier or Harder?

Provider 2’'s Forwarding table

IP prefix
129.0.0.0/8
129.132.1.0/24
129.132.2.0/24
129.133.0.0/16

129.0.0.0/8

Provider 1

R R R

129.132.1.0/24  129.132.2.0/24 129.132.4.0/24 129.133.0.0/16

Provider 2

Output
IF#2
IF#2
IF#2
IF#3




Does CIDR Make This Easier or Harder?

Provider 2’'s Forwarding table

IP prefix Output

Multiple Matches
129.132.1.0/24 IF#2

129.132.2.0/24 IF#2

129.133.0.0/16 IF#3 [

Packet arrives for
129.133.0.1

129.0.0.0/8

Provider 1 Provider 2

129.132.1.0/24  129.132.2.0/24 129.132.4.0/24 129.133.0.0/16



What Should We Do?



What Should We Do?

To resolve ambiguity, forwarding is done along the
most specific prefix (i.e., the longer one)



Route Aggregation

Child prefixes can be removed from the table if they share the same
output interface as the parent

Routing Table

IP prefix Output Interface parent

129.0.0.0/8 129.133.0.0/16

129.0.0.0/8 IF#2
129.132.1.0/24 IF#2 »
129.132.2.0/24 IF#2 o

129.133.0.0/16 IF#3
129.132.1.0/24

129.132.2.0/24



Route Aggregation

Child prefixes can be removed from the table if they share the same
output interface as the parent

Routing Table

IP prefix Output Interface parent

129.0.0.0/8 129.133.0.0/16

129.0.0.0/8 IF#2 o

129.133.0.0/16 IF#3
129.132.1.0/24

129.132.2.0/24



Route Aggregation

Child prefixes can be removed from the table if they share the same
output interface as the parent

Routing Table

IP prefix Output Interface parent

123.9.0:0/8 129.133.0.0/16
129.0.0.0/8 IF#2
129.133.0.0/16 IF#3

Exactly the same forwarding as before



