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Request headers are variable length but still human readable



HTTP server responses



HTTP server responses



HTTP server responses



Like request headers, response headers are of variable lengths and 
human-readable



Exercise using chrome
● Open Chrome Developer Tools window

○ Network tab
● Browse to nytimes.com

○ How many objects were downloaded?
○ Click on an object in the list

■ What’s the status code?
■ What was the request method?
■ How large was the object?
■ Request headers?
■ Response headers? 



Exercise using netcat
Netcat allows us to read/write directly to TCP / HTTP tunnels

● Open a connection with nc [host] [ port] -vvv  (for 
verbose output)

● Issue raw HTTP requests
○ Example: GET /index.html HTTP/1.1

   Host: www.somesite.com

Tasks:

● Connect to google.com  on port 80 and request just the 
headers (HEAD)

● Connect to google.com  on port 80 and request the full 
page (GET)

○ What headers are there?
○ Content type?

● Connect to salmo-trutta.pschmitt.net  on port 8080 
and (PUT) a file (yourname.txt) with your name in it



HTTP is a stateless protocol, meaning each request is treated 
independently



HTTP makes the client maintain the state. This is what cookies are for



Demo
nc google.com 80 -vvv

Request GET / HTTP/1.1
Host: www.google.com



Demo
nc google.com 80 -vvv

Request GET / HTTP/1.1
Host: www.google.com

Browser will relay this value in 
subsequent requests


